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Topics to be covered

� What is VPN

� VPN - Where and Why

� Components of VPN

� VPN security
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� VPN security

� Advantages of VPN

� NIC’s FTP over VPN setup

� Things required to use NIC’s VPN

� Process of getting VPN credentials



Traditional Connectivity
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What is VPN?

� Virtual Private Network is a type of private 
network that uses public telecommunication, 
such as the Internet, instead of leased lines to 
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such as the Internet, instead of leased lines to 
communicate.

� Became popular as more employees/Users 
working in remote locations.



Why we need  VPN?

� Internet has insufficient security mechanisms

� IP packets are not authenticated or encrypted

� Users with access to network can read content of IP traffic

Application layer solutions not always suitable
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� Application layer solutions not always suitable

� Secure Web access, secure mail clients, secure file transfer, 

and secure terminal applications are only point-to-point 

solutions and assume client/server relationship

� Application-layer solutions require that each application is 

protected in isolation � Does not secure networks



How it Works

� Two connections – one is made to the Internet 
and the second is made to the VPN.

� Datagrams – contains data, destination and 
source information.
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source information.

� Firewalls – VPNs allow authorized users to 
pass through the firewalls.

� Protocols – protocols create the VPN tunnels.



Types of Implementations

� Remote Access – Employee to Business

� Intranet – Within an organization
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� Extranet – Outside an organization



VPN where and why?
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Remote Access Virtual Private 

Network
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Internet Service Providers (ISP):

BSNL

AIRTEL 



Components of a VPN Solution

VPN Server (Gateway):

� Located at the corporate network 
perimeter, the gateway performs 
tunneling, authentication, access control, 
and data security. 

� Sometimes, VPN gateway functions can 
be integrated in to a router or firewall
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be integrated in to a router or firewall

VPN Client:

� Software used for remote VPN access 

� Creates a secure path from a remote 
client computer to a VPN gateway



Tunneling

A virtual point-to-point connection

made through a public network.  It transports

encapsulated datagrams.
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Protocols:  

� PPTP

� L2TP

� IPSec



Four Critical Functions

� Authentication – validates that the data was sent 

from the sender.

� Access control – limiting unauthorized users from 

accessing the network.
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accessing the network.

� Confidentiality – preventing the data to be read or 

copied as the data is being transported.

� Data Integrity – ensuring that the data has not 

been altered 



Encryption

� Encryption -- is a method of “scrambling” data 

before transmitting it onto the Internet.

� Public Key Encryption Technique
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� Public Key Encryption Technique

� Digital signature – for authentication



EncryptionEncryption

EncryptionEncryption DecryptionDecryption
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User Certificate AuthenticationUser Certificate Authentication



�High Security

�Eliminating the need for expensive long-distance 
leased lines 

�Reducing the long-distance telephone charges for 

Advantages
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�Reducing the long-distance telephone charges for 
remote access. 

�Transferring the support burden to the service 
providers 

� Flexibility of growth 

�Efficiency with broadband technology
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What You Need to Update Web Site

For VPN Connectivity:

� Computer with Internet Access

� VPN Client Software
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� VPN Client Software

� VPN User Name & Password

� Digital Certificate for Authentication

� Private Key for Encryption



What You Need to Update Web Site

For FTP Connectivity :

� FTP software

� FTP server name
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� FTP server name

� User name & password for FTP access



Process of getting FTP accessProcess of getting FTP access

Submit VPN Form

User Department National Informatics Centre

Mails VPN User ID & PW

Enroll for Digital Certificate
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Issues Certificate & Private Key

Install Certificate

Download VPN client & Install

Request for FTP Access

Provides FTP User ID & PW

Provides VPN client Software

Start Updating Your Web Site



VPN Establishment

� User department will receive following details 

through Email:

� Digital certificate in PFX form
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� Digital certificate in PFX form

� Private Key password

� VPN User ID & Password

� VPN establishment Guide

� Download Link for Cisco VPN Client S/W



Points to note while Importing Certificate

� For Importing Certificate You need Private key 

password

� Enable strong Private Key Protection

� Import your certificate in to personal store
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� Import your certificate in to personal store

� Make sure that security level is set to High

� Change the Private Key PWD sent by NIC

� Certificate should appear in Personal store after 

import

� Install root certificate chain of NIC CA



VPN Client Access

� Point your client connection to 164.100.97.89

� Set Authentication to Certificate

� Make sure following ports are open in 

Firewall/Router
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Firewall/Router
� ESP Protocol

� UDP 500, 4500 and 10000

� If you have proxy, it should support NAT-T

� Disable private firewalls installed in your system in 

case of connection problem. 



Web Content Updation

� After establishing VPN, Invoke FTP software

� Provide FTP user name and password provided 

by NIC

You will get access to the web content hosted 
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� You will get access to the web content hosted 

at NIC. All your Web folders visible

� Upload / Download any web page; Modify and 

upload.



For VPN Assistance 

Contact :

R Prasad Rao
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Email : prasad.rao@nic.in

Ph: 0755-2551265 ext 272



Thank YouThank You
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Thank YouThank You


